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INSTRUCTIONS TO CANDIDATES

(l) All q|EstioB rry rDark as indicat"C.

(2) As:unc sdtablc data rryisever necessary.

(3) tllustratr youl anrwcrs wherwcr necessary with the help of ncat sketchcs.

(4) Us€ Fn ofBlucr'Bhck ink/refill oaly for witing the snsw€r book.

l. (E) How DES gencrEt s the Key ? Explain with suitable diagram. 7

(b) What is thrcat in comluting system ? Explain four kinds of threats. 7

OR

2. (E) B(plain vulDcrabilitics ofcomputiag systeos. 7

(b) What is thc pnrpor of S.boxes ia DES ? Explain. 7

3. (a) What is Sccur€ Prograu ? ExPlain uoexpected behavior ofprogram. 6

O) wlut are thc noomEticiow pogmrn enors ? Explain buffer ovctflows with suitable cxample

7

OR

a. (a) ErQlain iEotql€tc EGdidi(D with security irnplication. 7

O) whrt is Boot scctor virus ? How it works ? 6
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Whst is paging ? Explain page addrcss translation with suit8ble diagram. 6

How biometrics are used for authentiQation ? Explain i&ntificalion versus authentication.

7

OR

Explsin authe ication proccss rvith zuitable exomple, 6

Explain Eusted system design principles for tused oFrsting systm. 7

Explain surity featu€s of tsusled operatiqg s)stems. 7

OR

Explain security featues ofordiDary opemting systcms. 7

What is sccwity kcnrct ? why s€ci[ity fiDctions may isolalcd in sccurity kemel ? 7

Explain sccudty lcqukments ofdatBbasc systcm. 6

What is s€nsitive data ? What are the factor can makc data sensitive ? 7

OR

What is two-phas€-update ? Why is it needed ? 6

Vhat is precision ? How is it dilfer from sccurity ofdat8busc ? 'l

What is Impersooxion ? Explair mE-cxisteot autheorications. 7

Explain, how Nctwort is differ Aom stand-alone environmcnl 6

OR

What arc tbe fuoctions Frfonoed by IDS ? ExplEitr. 6

Explah DDOS attek wirh suitable example. 7
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