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Due credit will be given to neamcss and adequatc dimensions
Assume suitable data wherever necessarv
lllustrate your tuswer urherever necessary with the help of neat skctchesUse pcn of Blue/Black ioVrefill only for writing the answer book

OR

(a) Consider a onc-time pad version of the vigenere ciphcr Solye the following:_
(i) Encrypt the plain text,sendmore morey,with the key sftam 9,0, l,'1, 23, t5. 21, t4, 11, !1, 2, 8, g. 

8
(ii) Using the cipher text produced in part (i), find a key so that the ciphertext decrypb to the plaintext ,Cashnotneeded,.

(b).hove 0rat xi mod (I{+l)= x i.od. 
6

2. (a) lhe Mcrkle-Hellman. attack on Triplc DES begins by assuming a value ofA = 0. Then, for each of the 2$ possible values Ki, ,f,"lf"in t"^t n tUtproduces A = 0 is determined. Describc the r"".i*r" IIgrr*_. 7
(b) Suppose the DESF f,uctir

. varue or the input K, ;,[,TrjH :ffi 1'.T:"T- 
R, regardress or trre

(b) bitwise complement of R. Find.

(i) Whar function would DES then compu[e ?

(ii) What would the decryption look like ? Given thar.
(A @B) @C =A o(B oC)

AeA=0;AeO=A; Ael= A.

Where A, B, ard C are n_bit string of bits. 0 is an n-bir string of zercs andI is an n_bit sting of ones. .l
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3 (a) Supposc Alic and Bob wish to exchangc kcys, and Diutr is dre advcrsary ln

man-in-the-middte attack in rhe Diffic-Heltman key exchange protocol in the

advcrsary generates two public privatc kcy pairs for tlte attack Could Gc

same attack bc accomplishcd with onc pair ? Justify your answer' 6

(b) Devclop a suitable elliptic curve encryplion / dccryption schcme 'lhc

cryptosystem Parameters arc E1 (1, 6) and G = (2. 7) B's sccret key is

nr=7'
(i) l;ind B's Public key PB.

(ii) 'A' wishcs to encryPl the message P-= (10,9) and chooscs the random

value k=3. Dctermine the ciPher text Cd,

(iii) Show the calculation by which 'l)' recovers l'm from C. -l

OR

4. (a) Explain the foltowing.key control schemes in thc tey distribution scenario'

(i) 'ltansPalEnt keY conrol.

(ii) I licrarchical keY control.

(iii) Decenhatized keY conuol. 'l

(b) Perform cncryption and decrypefiom usirg RSA alSoritbm given that P = I li
9=13;e=11;M=7. 6

(a) Consider the problem of creating domair Paramete$ for Digital signature

algorithm. Suppose we havc already found primcs p and q suph that ql(p

1). Now we need to find g e Zp with g of order (qmodP)' Consider thc

following two algorithms :-
Atgorithm I Algorithm 2

Repeat RcPeat

Select B €7-p Select h €Zp

h<-g: mod p 8<-h (P-r)lP mop P

until (h=l and g+l) until (g+l)

rctum g retum g

(i) Prove that the value retumed by Algorithm I has order q
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(ii) Irrove that the valuc retumed by algorithm 2 has order q

(iii) Suppose p = 40193 and q = 157. How many loop ireratibns do you
expect Algorithm I to make before it {inds a gencrator ?

(iv) If p is 1024 bits and q is 160 bits, would you recommend using
algorithm I to find g. Justify your answer. 6

(b) I-ist tle proper.ties of Hash functions. Hcncc, cxplain diffcrcnt ways is which
. a Hash code can be dsed to providc message authentication. j

OR

6. (a) Explain the HMAC algorittun using appropriatc HMAC srucrurc. Hcncc
suggest changes required in HMAC in order to rcplace onc undcrlying hash
function with anothcr. l

(q) 'the high-speed transport protocol X'l? (Xpress ltansfer prorocol) uses a 32-
bit checksum function defiled as the concatenation of two l6-bit lunctions
: XOR and RXOR, also defined as ',two simple Hash functions.,,

' (i) Will this checksum detect all srrors caused by an odd number of enor
bits.

(ii) Will this checksum detect all erors caused by an evcn numbcr of error
bits- If not, chara{terize the error pattem t}lat wi[ cause the cheaksum
to fail-

(iii) Comment on tlrc effectiveness of ttris function for use as a Hash
function for authenticatio[. 6

7

E. (a)

(a) Exptain the following relqted to SAjJIME

(i) F'unctions provided by S/.N ML.

(ii) Enhanced security services.

(b)

OR

lxeta! tlre general shucture of private and public key ring in case of lreruy
Good Privacy (PGP) scheme. l

7

What is purpose of X.509 standard
elements of X.509 certificate.

? Hence, cxplain in dctail diffcrenr
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o)

12. (a)

(b)

Explain in detail the envtoNnental shortcomings and tcchnical deliciencics

of kcrberos version G 1

9 Explain the different Phases in lifetime of a typical virus flence exptain in dctail

different tyPc of viruses and worms. 13

OR

10. (a) Explain the four techrdques used by firewalls to control access and enforcc

a security Policy. 6

(b) what do you mean by guessable passwords ? List and oxPlain in detail the

tour techniques used to avoid guessable password5 T

11. (a) Exptain the steps that are involved in the SSL record protocol traismission

(b) In cach IPsec imPlementation, what parametcrs identify a security association

(SA) and what parameters characterizc the natue of a partitcularc SA ? 7

OR

Explain in detait Transpofi modo .and Tirnnel mode ESP

Exptain the following in rcspect of web security,

(i) Web secudty tkeats.

(ii) Web Traffic se€ruity Approaches with tleir advantages

6

6

7
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