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Notes Due credit witl be given to neahess and adequate dimensions.
Assume suitable data wherever necessary.
lllustiate your answer lec€ssary with the help of nest sketches.
Use of peD Blue8lack ink/refill only for *riting the aoswer book.

a) Explain substitution & Tmnsposition Cipher with suitable example.

b) What are the differed secudty goals? Describe their relationship with each other.

OR

a) Give & Explain in detail RSA algorithm with proper example.

b) Describe AES algoritbm with differcnt stages & rouds. Give exarnple.

a) What is malicious code?
Explain each t1,pe of malicious code with the help of example.

b) Explain th€ working ofviruses also describe how it gains control.

OR

a) What is boot sector vims? How it allccts the working of system?

b) Explain $e truths & misconception about viruses.

a) State & Explain the vanious problems with biometrics.

b) Exptain segmentation with logical & physical r€preseatation.

OR

State the different techniques to protect a! object.
Explain in detail file directory access mechanism & file protection.

a) why securiry firnctioD,s may be isolated in a security kemel? Give reasons in detail

b) Descdbe rcliability and integdty in database seeurity.

OR

a) What is validation? What are the ways to validate an operating system? Explain them irl
detail.

b) Explain security featues oftrusted opcrating system
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9. a)

b)

10. a)

b)

11. a)

b)

12, a)

b)

What arc the securiB requirements for database? Describe in brief

What is the purpose ofcncryption in multiler,'el securc dalabasc msnagement system?

OR

Explain t}le coneept ofreliabilit-v and integrity ir databa.sc security.

What is sensitive data? Explain two I'actors that make data scnsitive.

Wlite ard explain in details all types oflDS's.

Explairr end to end encryptioD in detail.

OR

Whet is DDoS attacks? Explain DDoS aftacks in detail wirh proper exarnples.

List aod explaio the issues in security plan.
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