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Due credit wilt be given to neatness and adequate dimensions.
Assume suitable dlla uherever nec€ssary.
I llustrate your answer necessal with the help of neat skctches.
Lsc ol pen Blue/Black ink-irefill only lor writing the aruuer book.

l. a)

b)

2, a)

b)

3. a)

b)

4. a)

b)

Discuss following with suitablc cxamplc.
i) Substitution cipher. ii) Transposition cipher.

Write and explain RSA algorithm with suitable example.

OR

Discuss soourity goals and thcir relationship wilh each other.

Discuss AES algorilhm ir delail along with their dillerent stagcs and rounds.

what is boot sector virus? How boot sector virus affects the system?

Whal is malicious code? Wlnt are the different t)?es ofmalicious code? Explaio each

typc ofmalicious code with example.

OR

Explain in brief fie truths and misconceptions about riruses.

Explain in brief, ho*'viruses gains control.

6

1

7

6

1

1

t. a) Stale the various mechanisms to protect an object. Explain file directory access

mechanism.

b) Stale and explain the problems witlt biometrics.

OR

6. a) Explain segmentation with logical and physical representation. Explain translalion of
segment address.

b) What arc the guidelines for password selection? Explain them in briei

7, a) State and cxplain security features ofordinary opetating systemq.

b) Discuss secudty features oftrusted opelalitrg systems.

OR
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8. a) \lt!:,, securily functions mar be isolated in a securit]-, Kemcl? Gve rcasons

h) Wtr,rt is validation? Wlat are the uavs to Yalidatc an opcrating system? Explain them in
bdel.
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9. a)

b)

10. t)

l))

11. tI)

b)

12. u)

b)

Wlx are the secudty requircments ,br databases? Explain in briei

Wlr is sensitive data? Explain two factors that make data sensitive.

OR

Wh is the purpose of encryption in multilevel securc database managcment system?

Explain the concept ofrehability and integ t),irr database securig.

What is fircwall? Writc and discuss ditTereflt l1pes o[firewalls.

Dis,:uss DDoS attacks in detail $itb example.

OR

Write and explain in derail llpes oflDSr.

Ilxp,lain cnd to cnd encrfption in detail.
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