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1 a) Explain RSA public key cryptography mechanism in details.

b) What is significance ofdigital signatue and its limitations discuss.

OR

a) Explatr tllAFA whal are the adva[tages over Merkle-Damgard cotrstuctioD.

b) Explain key distibution methods in quantum crntograPhy and it5 timitations in details.

a) Explair evolution model concemcd to ICT security in details.

b) Explain and comparc the s€curity features ofjG and GSM.

OR

a) How intrusioo is prevented in mobile communication in view ofsecurity explain.

b) How mobility management is done using SGSN explain in details

a) In digital investigalion process how various sources of diSital evidence one collected

explain.

b) Exptain th€ concept ethiq{ hackiflg and dixuss hacking and cracking in details.

OR

a) Explain Risk Assessment cotrcept and IS management irr d€tails.

b) Explai[ Reconnaissance and its va ous possibilities

a) What is secwe pull printing explain with the help ofneat diagram.

b) Explain working of
i) Sniffers.
iii) TCP syn.

ii) TCP damp

1

7

1

6

2.

3.

1

6

1

6

7

6

1

7

4.

6.

7,

AW - 3608

OR

P.T.OI

https://www.sgbauonline.com

https://www.sgbauonline.com


8. a) Explain IP spoofing in d€tails and blind spoofing in details.

b) Explain workiug of
D Strobe.
iii) TcP FrN.

ii) Nessus.

t). a) IIow fire wall works cxplain w.ith the help ofexamplc and horv it secues the nct*ork in
delails.

b) Explain.
i) Trcjan Horses. ii) Session Ilacking.

OR

10. a) What is buffer ovemrn? Explain buffer overflow and vulnerability.

b) Explain.
D DOS Attack. ii) Worms and viruses.

ll. a) Explain4 main types ofmlnerability in details,

b) What is cyber security \rlner.bility explain.

OR

12. a) Explain.
D Tlreat.
iii) Risk.

ir)

b) Compare windows vulnerability with Linux vulncrability

1

7

1

6

7

6

7

6

7

6

2AW - 3608

https://www.sgbauonline.com

https://www.sgbauonline.com

