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All questio[ are compulso.y.
Due credit will be givcn to neatness and adequate dimensions.
Assr.me suitable data \lherel,er necessary.
lllustrate youl answer neccssary rvith the help of neat sketches.

a) State & explain the getreric weakness ofthe Merkle - Damgard design ofhash fuDction.

b) Explain the structure & working of "Quantum Cr)?tography" with BB84 protocol.

OR

a) What is public key cryptography? Explain IRSA with suitable example.

b) Statc & explain "r.\cedham .Schroeder" public key bascd authentication protocol.

a) State & explaitr 3G Architecture in mobile net\lork.

b) State & explain software secudty lesting c)'cle.

OR

a) State & explain the working ofsecurity Target (ST) and Protection Proffle (P.P )

b) Explain hor*'secuity functions in Authentication centre in 3G Network.

a) What is risk Govemarrce? what are the criteria tbr evaluating risk govemance.

b) What is'Dumpster Diving"? Ho\l to preveDt it.

OR

a) \VlBt are the methods used for l[temet foot printing?

b) Explain the various phases ofdigital investigation proc€ss.

a) Explain workng of network scanner with "Nessus".

b) Explain the working of'sniffers' along with its types.

olt

a) Explain the concept of'Spooting" $ith its types.

b) Explain the working offollowing password cmckers.
i) John & Ripper ii) Coin & Abel
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9. a)

b)

10. a)

b)

ll. a)

b)

12. a)

b)

State & explain how "se-<sion hiiacking is achieved.

\l'hat is "Buffer Ovcrflou''l' Ilo\\, il is dct.ctcd & pre\cnted.

OR

State & E)iplain types of DOS anacks.

Iixplain how Trojan works? Explain how it is dclected & prevcnted

llxplain nrail l'ulnerabilitics in caso of "SMTP' & 'POP'.

State & cxplain various vulncrabilities \ ith respect 10 web server.

OR

State & explain'Linux Vuhrenrbilities".

State & explain horv Incident tliudling \\orks.
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