
B.C,A. Psrt-nl (Scmester-9 Errlnlnrtion

NETWORK SECT]RIry

Papel-5ST2

Time : Three Hoursl

Note :-(l) All questions are compulsory,

(2) All questions carry equal marks.

l. (a) List and explain the categories of secudty services.

@) Explain model for Network Secudty in briei

OR

2. (a) What is stenography ? Explain.

(b) Explain symmetric cipher model ofencryption.

3. (a) Explain DES cncr,?tior algorithm.

(b) What is producr ciphcr ? Explain.

(c) WhAt is avalarche effect ? ExplaJn.

OR

4. (a) Exptain structurc of classical Feistel Network.

@) Exptain Advanccd Encrr?tion Stardard (AES) cipher.

5. (a) Explair Euclidean Algorithm.

O) Describe divisibility and division algotithm.

OR

6. (a) Explain the following terms :

0 Croup

(r) RrnC

(ui) Field.

(b) State and prove Fermal's Theorem.
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Explain RSA public key encryption algorirhm.

Explain properties of Hash fiDction.

OR

Explain public key cryptography with suitable diagram.

Explain need of Digital Signaturc and Kerberos.

What is PGP ? State and explain services providcd by PGP,

What are MIMII ard SMIME ? Explain in briel

OR

Give examples ofapplication oflP sccuriry

Slate the services that are provided by lP security.

Whal paramctcrs idcntify secuity association ?

What are Firewalls ? Fxplain.
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10. (a)

(b)

G)

(d)
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